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Introduction 
Money has been laundered for centuries. The term money laundering is said to have been coined 
in North America during the prohibition era of the 1920s. Al Capone (known to many as Scarface) 
purchased laundromats across USA to commingle illegal profits obtained from the sale of alcohol 
to conceal his earnings.  
  
United Nations Office on Drugs and Crime (UNODC) estimates that between USD $800 Billion 
and USD $2 Trillion, which equates to approximately 2-5% of the global GDP is laundered every 
year. That statistic alone is a remarkable figure; one which indefinitely poses a significant threat 
to the global financial system, and subsequently, international security. 
  
Unfortunately, state and non-state actors across the globe have grown very sophisticated with 
the laundering of another invaluable commodity using media, and other digital platforms; 
information. In the current Digital Age, ‘dirty’ data, alternatively known as disinformation (or fake 
news), is being merged with legitimate facts and shared through various mainstream media 
outlets.  
 
The goal of the article is to use the process of money laundering, in order to explain how false 
information is at present disseminated online. Then, we will highlight the key role of security 
professionals in combating disinformation campaigns.  
  

Constructing the Disinformation Architecture using the Money Laundering Process 
 

Money is laundered through a complex series of transactions, which are often quite challenging 
to separate and trace back to the original root. However, the process can be divided into three 
key stages, which can either follow a chronological order, or can occur randomly:  
  

1. Placement  
The physical disposal of cash or any other asset(s) derived from criminal activity.        
 
In the first stage, the laundered money is introduced into the financial system. This is often done 
by establishing shell companies, which do not require a physical location, and/or necessitate little 
to no assets to operate. They are often set up anonymously, cheaply, and can swiftly be 
jettisoned, if their purpose is revealed. Criminals set up legitimate commercial bank accounts 
under these shell companies, own property, and maintain several assets without having to 
disclose their ‘true’ beneficial owner to the licensing jurisdiction (subject to the law within the 
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country). To further conceal the illegal source of money, entities complicate their structures by 
registering several subsidiaries and trusts under one parent company. 
  
In light of the widespread disinformation campaigns, this would comprise the process of 
introducing false information onto a social media account, or any website on the internet. For 
instance, such campaigners often set up a bot or pay a troll to create an account for the sole 
purpose of spreading pseudo information anonymously. They are inexpensive to create (most 
platforms are free), do not warrant a registration under the credentials of the true owner, and can 
very quickly be deactivated, should their aim be made known. Some social media accounts are 
set up as ‘aged’; ones which have numerous realistic posts (in the form of written blurbs and/or 
pictures) that are liked and reshared, showcasing normal daily activities. Needless to say, 
identifying the true aims and objectives of an account then becomes challenging. 
  

2. Layering  
The separation of illicit proceeds from their source, by ensuring layers of financial 
transactions which are intended to conceal the origin of the funds. 
 
During the second stage, laundered money is layered via various legitimate transactions to 
obfuscate the source, and ultimate ownership of funds. This step is often executed using 
intermediary companies (which may be legitimate), banks, and individuals, due to the fact that 
money is frequently wired across borders, and further divided into advanced transactions in 
international markets. Sometimes, the aforementioned actors may be involved unknowingly. 
Additionally, a very common instrument criminals use to park their money are real estate 
investments, which are resold numerous times, and/or commit their earnings to the operations of 
other legitimate businesses, such as restaurants, for instance. This process of ‘cleaning dirty 
money’ is imperative in the laundering cycle, and inherently breaks the chain between the true 
origin and beneficiary. 
  
If we use the layering step to understand the disinformation campaign, this process may take the 
following forms; a middleman who may not share a relationship with the originator of the 
information, and/or via indirect citations from unconfirmed social media posts to seemingly 
renowned news sources. If false and stolen information is shared by the true owner, their 
malicious attempts to influence political and/or social outcomes would be revealed. Using 
intermediaries to provide information, which is of damaging nature can prove to be rewarding as 
it offers a greater sense of legitimacy. In some cases, individuals accidently spread misleading 
information because it may support a political or narrative, which appears to be real or simply viral 
in nature. 
  

3. Integration  
The re-entering of illicit wealth as legitimate funds in the global economy through normal 
business and personal transactions. 
 
During the final and last stage, laundered money is integrated into the global financial system, 
masked as funds flowing in from ‘normal’ transactions, creating a perception of legitimacy. It 
becomes difficult (and often impossible) in the integration phase to differentiate between the 
source of money and ultimate beneficiary. 
  
In the disinformation campaign, misleading information, also known as ‘fake news’, generally is 
widely distributed by real users on social media platforms, well-known broadcast, and print media 
outlets, as outlined in the layering process. For these campaigners, success equates influence, 
which is political and/or social in nature. Unfortunately, ‘fake news’ becomes ‘facts’ and is 
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integrated into the public discourse and narrative, making it tremendously taxing to identify the 
source of an individual’s perspective, and ultimate decision.  
  
As disinformation campaigners are relatively new to the scene, due to the recent and 
unprecedented use and growth of social media in the past decade, security professionals have 
a key role to play in impeding such activity, which occurs on platforms such as Facebook, 
Twitter, LinkedIn, and YouTube, for example: 
  

● A combination of artificial and human intelligence is important to disrupt such campaigns. 
Anti-money Laundering Practitioners can lend a hand in designing sophisticated 
systems as utilised within their organisations; ones which are automated to flag potentially 
suspicious account behaviours through algorithms and curbing the reach of 
individuals/groups who are known to engage in disinformation. Once information 
presented as a fact is identified as suspicious, individuals (such as AML/Investigator 
specialists) should be hired to determine whether a real problem has emerged for the 
company to address and investigate, to ensure resources are utilised efficiently and 
successfully.  
 

● Cyberattacks, which often occur in the ‘layering’ stage, pose major threats to, and 
undermine the trust shared between the user and media organisations. Breaches and data 
theft can result in scandals, when fake news is spread using social media account 
credentials, or operations are disturbed through cybercrime. Therefore, Cyber Security 
should be a key focus of media organisations, and well-trained teams on site are 
imperative now more than ever. 

 
● Security Professionals can act as Educators, teaching users about information security 

threats and risky behaviours, including identifying misinformation intended to exploit the 
natural tendency of people to trust technologies such as social media. For example, these 
actors can work with election officials to develop frequently-asked-questions documents 
focused on how mis/disinformation infiltrates the Internet, and why a healthy quantity of 
citizen skepticism can eliminate a lot of the anxiety associated with trying to separate fact 
from fiction. 

  

Conclusion 
In the current information age, we are all intertwined, and hence, it is difficult to identify who said 
what, and how it came about. In this article, we have tried to use the process of money laundering 
to simply understand how current disinformation campaigns occur. We have also brought to the 
fore the integral role of security professionals who 1) help identify the root of fake news and 2) 
play an important part in disrupting the spread of disinformation, which inevitably has detrimental 
repercussions for our clients, and their operations. 
 
 

References: 
Bansal, S. (2019). The Patchwork of Policy Working to Fend Off Disinformation, Centre for 

International Governance. Available at: https://www.cigionline.org/articles/patchwork-policy-

working-fend-misinformation [online] [Accessed 28th September, 2020].  

Global Business Outlook, (2019). Online Information Laundering: The Role of Social Media. 

Available: https://www.globalbusinessoutlook.com/online-information-laundering-the-role-of-

social-media/ [online] [Accessed 4th October, 2020]. 

about:blank
about:blank
about:blank
about:blank


 

1  ASIS International | ASIS Women in Security | womeninsecurity.org 

Governing: The Future of States and Localities (2020). Security Pros’ Vital Role in Thwarting 

Election Disinformation. Available at: https://www.governing.com/security/Security-Pros-Vital-

Role-in-Thwarting-Election-Disinformation.html [online] [Accessed 20th October, 2020]. 

Muller, W.H., 2007. Anti-money laundering–a short history. Anti-Money Laundering: International 

Law and Practice, p.1. 

United Nations Office of Drugs and Crime. (2020). Money Laundering and Globalization. 

Available at: https://www.unodc.org/unodc/en/money-laundering/globalization.html [online] 

[Accessed 13th October, 2020]. 

Wall Street Journal, (2020). Brands face a New Online Threat: Disinformation Attacks. Available: 
https://www.wsj.com/articles/brands-face-a-new-online-threat-disinformation-attacks-11602187365 

[Accessed 16th October, 2020]. 

 

 

 

Amma Nasser 

Ammna currently works as an Anti-

Money Laundering Analyst in Toronto, 

Canada. She has conducted several 

research studies focused on identity 

politics, trends in the security sector, 

and the overall human rights 

discourse, and has a Master of Arts in 

International Relations from King’s 

College London, Department of War 

Studies.  

 

 

 

Suzanna Alsayed, MDEM (Master of 

Disaster and Emergency 

Management)  

Suzanna is a trilingual (English, 

French, Russian) emergency 

management and security specialist 

and founder of holistic security firm 

Hilt International Security and 

independent brand, design, and 

website development agency Evolutz. 

She has more than seven years’ 

experience in various roles within the 

public and private sectors, with 

expertise in facilitating 

multidisciplinary projects involving 

internal and external stakeholders. 

about:blank
about:blank
about:blank
about:blank

